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BISHOP FOX CASE STUDY

Fortune 500 Healthcare Company Secures Attack
Surface With Bishop Fox; Views Security Firm As
“Trusted Advisor”

Introduction

This case study of a Fortune 500 healthcare company is based on a
September 2023 survey of Bishop Fox customers by TechValidate, a 3rd-
party research service. The profiled company asked to have their name
blinded to protect their confidentiality.

“Bishop Fox has helped us secure our external attack surface
and improve the strength of our security posture.

The service has been excellent — proactive and

comprehensive. "

Challenges

With a tremendous amount of sensitive Pll data, the healthcare industry is a
prime cybersecurity target for hackers.

As a leading global healthcare services company, the profiled customer was
faced with the following security challenges:

B |dentifying new or unknown weaknesses

B Securing an expanding attack surface

B Meeting cyber insurance requirements and lowering premiums
B Demonstrating due diligence to partners and third parties

®  Satisfying compliance and regulatory requirements

Use Case

With a history of successful past engagements, the profiled company was
familiar with Bishop Fox’s offensive security reputation, subject matter
expertise, methodologies and tools, as well as customization to meet client
objectives and remediation and reporting needs.

Based on these reasons, they chose Bishop Fox to address their security
challenges with the following solutions:

B Cosmos Attack Surface Management
B Application Security Services
B Network Penetration Testing Services

®  Cloud Security Services

Results

The company was “Extremely Satisfied” with outcome of their latest
engagements. Compared with other cybersecurity companies the healthcare
leader has evaluated or worked with in the past, Bishop Fox performed
“Better/Significantly Better” in delivering the following results:

B Understanding their targeted outcomes and objectives
B Adapting and customizing engagements to meet unique requirements

B Applying the latest tactics, techniques, and procedures observed in real-
world attack scenarios

B Replicating the knowledge and abilities of skilled adversaries
B |dentifying threats and weaknesses

B Prioritizing and communicating findings

B Enabling the remediation of threats

B Serving as a trusted advisor

Company Profile

The company featured in
this case study asked to
have its name publicly
blinded because publicly
endorsing vendors is
against their policies.

TechValidate stands behind
the authenticity of this data.

Company Size:
Fortune 500

Industry:
Healthcare

About Bishop Fox

Bishop Fox is the leading
authority in offensive
security, providing solutions
ranging from continuous
penetration testing, red
teaming, and attack surface
management to product,
cloud, and application
security assessments.
We’ve worked with more
than 25% of the Fortune
100, half of the Fortune 10,
eight of the top 10 global
technology companies, and
all of the top global media
companies to improve their
security.
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